How to get a MSL Access on QualComm Platform Based Phones and Write Certification
1. Root Device, using Common Tools or special XXXX_ROOT.tar.md5 file flashing.

Add Exploit file to list [Add File]
Press [Write Flash] Button
Insert Cable to Switched Off Phone

SAMSUNG TOOLS (HWK) v 2.3.0.5 by SarasSoft Build 55 [Tornado Turbo]

Disconnect Read Flash Write Flash Read E2P Write E2P Mobile Info Unlock Reset MMI Restart

OneC | Tident| md6/Sp| Switt | Skysinf | GesBe [ andr Results / Events
COMG6: SAMSUNG Mobile USB Hodem #2

Model PLATF: LOKE 608206000

SM-G3815 + || RJ45 Universal Micro USB v PIT Read Done: 68:88
AP: MSMB330AB Download: Yol-, Home and PowerOn PIT Backup Saved as: SHM-G3815_Read.pit

Cnt.0

Reduced Log

CP: MSM83304B Diags: *#0808# DM+MODEM+ADB, *#3030# Sel[1] |File: CF-Auto-Root-wilcoxlte-wilcoxltexx-smg3815.tar.md5

Settings

Flash Write Done: 08:05

Y| |Restart Done

Select Diags Port

[ FLASH Mode ][ ADE Reboot | [Nomal v

Special

Rebuild IMEI Prod.Code

[Boot Rp.5D ][ Rd EFs |[wr EFS |[Clear NvM |

Flash Files & Options
[ Re-Partition [[]FPGM []SelFlash []nRST

Pit E] Clear List

CF-&uto-Root-wilcoxlte-wilcoxltexx-sma3815.tar. mdS

Tools
[ Check Root |[ Install APK |[Gen.Settings | [7] Use RJ45

[L\Jan:l Se?llng:‘”Save Seltings” Path ‘ EN v‘[ Support ]

[=1
o

UFST, Sin: 12658242 Cnt: 17 Done, Time: 00:19

Partition: RECOVERY, Image: recovery.img, Size: 0x867BD868 (811622!
Select Modem Part v Partition: CACHE, Image: cache.img.extk4, Size: Ox8BEF98DC (1570018!

- _0OXx
About
Log

2. For new generation phones just Dial *#0808# and select DM + MODEM + ADB
It will turn on ADB on and set diags and modem ports to UFST friendly state

|
’gl USBSettings

USB Settings

MTP

MTP + ADB

PTP

PTP + ADB

RNDIS + DM + MODEM

RMNET + DM + MODEM
® DM + MODEM + ADB

OK Reboot

Press [OK] and wait till USB Ports Enumerated.



3. Backup all Possible Partitions using [Rd EFS] Button
This will make a full Emergency Copy to Roll Back Your Phone to original state

= SAMSUNG TOOLS (HWK) v 2.3.0.5 by SarasSoft Build 55 [Tornado Turbo] - _[OXx
Disconnect Read Flash Write Flash Read E2P  'Wiite E2P Mobile Info Unlock Reset MMI Restart Cnt.0 About
OneL | Tident| md6/5p| Switt | Sky/inf| Qe/Bc|[anar  Resuls/Events (4] Fieduced Log [log
Model COM314: SAMSUNG Mobile USB Modem #84
. — COM313: SAMSUNG Mobile USB Serial Port (COM313)
| SM-G3815 VHHMS Universal Micro USE v || Options
AP: MSMB83304B Download: Val-, Home and PowerOn List of devices attached 88fé66daf device
CP: MSM83304B Diags: *H0808# DM+MODEM+ADB, *H3030# Sel[1] |S/N : R21DA91D6HM
Settings R_SW: G3815XXUBHKS
| COM314: SAMSUNG Mobile USB Modem #84 v [ Refresh | |ANDR:z 4.2.2

= : ANDR: JDQ39.G3815XXUBMKS
‘CDM313: SAMSUNG Mobile USB Serial Port (COM313) l\ Superuser Permissions Granted
[ FLASH Mode ][ ADE Reboot ]%Normal "H T ] Transfered: 3447 KB/s (14286848 bytes in 4.046s)
e Saved as: SH-G3815_EFS_R21DA91D6HM_2814_12_22_84_13_14.bin
o Path: D:\SAMSUNG_FILES\SH-G3815\EFS\
Special Superuser Permissions Granted
BT Addr Prod.Code | |Transfered: 3276 KB/s (3145728 bytes in 0.937s)
=] saved as: SM-(;3815_NU1_R21Dn9106?|M_21h_12_22_ﬂl|_13_1l|.hin
Aepair et [Boot Rp.SD [ Rd EFS | Wi EFS || Clear NVM | Path:z D:\SAMSUNG_FILES\SHM-G3815\EFS\
Superuser Permissions Granted

Flash Files & Options N
R ¥ Transfered: 2978 KB/s (3145728 bytes in 1.031s)
'_j Repaon L IFRGH, [156 R CinAor : __ |saved as: SM-G3815_NU2_R21DA91DGHM_2014_12_22_04_13_14.bin
Pit | (] [eddFie](Cearlit] path: D:\SAMSUNG_FILES\SH-G3B15\EFS\

Superuser Permissions Granted

Transfered: 3624 KB/s (3145728 bytes in 1.615s)

Saved as: SH-G3815_NU3_R21DA91DGHM_2614_12_22_84 13_14.bin
Path: D:\SAMSUNG_FILES\SH-G3815\EFS\

;—Ho0t-wi|coxl!e-wilcoxltexx»smg381 5 taTndE

Tools

[ Check Root || Install APK |[Gen.Settings | [7] Use 45

[Load Sellings”Save Setlings” Path HEN V” Support l

o
o

UFST, Sin: 12658242 Cnt: 17 Done, Time: 00:20

_EFS_is AP Embedded File System snapshot

_NV1_.. NV3_is CP EFS2 File System Snapshots (Here have IMEI and Certificates, Radio Settings and
other Vital Settings)

4. Backup EFS2 + NVM to ENVM file using [Read E2P] button

= QC BACKUP X

[[]Backup as Legacy .nvm file

If Have no ldea About Following Items, Just Leave them Unchanged

SPC Password
Backup EFS2 FileSytem 000000
Backup NYM Items Max NVM ltem

Backup NWM SIM_1 Items =00
[ Backup NvM SIM_2 Items

This will Backup a Runtime EFS2 and NVM Items Copy, which will need it in Future to Restore Back Radio
Settings.



= SAMSUNG TOOLS (HWK) v 2.3.0.5 by SarasSoft Build 55 [Tornado Turbo]

Disconnect Read Flash Write Flash Read E2P

Dne~C| Tridentl m48/9p| Swift | Sky/lnfl Qc/‘Bc' Andr
Model

[sM-G3815 [R5 Universal Micro USB. v |[ Dptions |

AP: MSMB3304B Download: Vol-, Home and PowerOn
CP: MSMB3304B Diags: *#0808# DM+MODEM+ADB, *#3090# Sel[1]

Settings
[COM314: SAMSUING Mobile USE Modem #84 v
| COM313: SAMSUNG Mobile LISB Serial Port (COM313) ~|

v ‘ .‘-\T Teminal

[ FLASH Mode J[ ADB Reboot | [Nomal
Special

Rebuild IMEI | BT Ad Prod.Code

ict [Boot Rp.SD || Rd EFS || wr EFS |[ Clear NVM |

Flash Files & Options
[ Re-Partition []FPGM [] SelFlash []nRST

Pit | () [AddFlIe][Cleaansl]

CF-Auto-Root-wilcoxlte-wilcoxltexs- -smag381 5 tar.md5

Tools
[ Check Root || Install APK |[Gen.Settings | [7] Use RJ45

[Load Seltings] [Save Settings][ Path ] [ EN ¥ 1[ Suppmt]

Write E2P Mobile Info Unlock Reset MMI Cnt.0

Reduced Log

Restart

Results / Events

- _0OXx

About
Log

CDM31H SAMSUNG Hobile USB Hodem #84
COM313: SAMSUNG Mobile USB Serial Port (COM313)
PING: OK, COM313 - QCDI

Prodcode: SH-G3815ZBANEE

Mdmbuild: M8930B-AAAATAZM-3.2.27052

Hardware: MP 6.168

IMEI: 359436-05-021762-2

EFS2 Read Found: 516 File(s), @ Link(s)

EFS2 Read Done : 516 File(s), Time: 008:21.668

NUM_SIM_1 Read Done: Start 8, 2 Active Item(s), Time: 01:25.734
NUM Read Done: Start 6, 1259 Active Item(s), Time: 01:27.563
Saved as: SHM-G3815_SH-G3815ZBANEE_359436050217622_67 .enum, 312026 |

o
o

UFST, Sfn: 12658242 Cnt: 17

Done, Time: 03:21

Saved as: SM-G3815_SM-G3815ZBANEE_352309061266846_07.envm, 312026 byte(s)

Here are all readable CP EFS2 items Backup of Radio Strings (IMEI and Certification are not included)

.ENVM file have same functionality as .QCN files.

Note

If have damaged phone or done [Clear NVM] before, this Reading have no Sense!

Use in next steps Read Files from “Golden Phone” or download from Support Site!

As all things are now Backed up can feel safe to Destroy a phones Vital Data.




5. Press [Clear NVM] button

It Will Erase All Radio Settings, Network Settings, IMEI, Certificates and Will Reset MSL to 0000000000

This is exactly what we need, to access Security internals

But we have already saved All except Security on .ENVM file, so in next steps we will recover
Radio Settings and Inject Own MSL security Objects.

It will make Clear Jobs and Restart a Phone, Don’t Be Fast here, just wait until all is finished ...

= SAMSUNG TOOLS (HWK) v 2.3.0.5 by SarasSoft Build 55 [Tornado Turbo]

Disconnect Read Flash Write Flash Read E2P

OneC | Tiident | md6/5p | Switt | Skydnf| Gc/Be || andr
Model

[sM-G3815 [R5 Universal Micro USE | Optians

AP: MS5MB3304B Download: Yol-, Home and PowerOn

CP: MSMB3304B Diags: *#0808# DM+MODEM+ADB, *#3090# Sel[1]

Settings
‘Selec! Modem Port VH Refresh ]

| Select Diags Port ™

[ FLASH Mode ][ ADB Reboot ]%Normal VH AT Terminal ]

Special

Rebuild IMEI [ BT Addr WiFi MA Prod.Code

tepair Net [Boot Rp.SD [ Rd EFS |[w EFS |[ Clear NvM |

Flash Files & Options
[l Re-Partition []FPGM []Sel-Flash [[]nRST

Pit | |[]  [AddFie][ClearList]

Eﬁ.&lxg-ﬂoot-wilcoxlte-wilcoxltexx»smg381 SIaTndE

Tools
[ Check Root || Install APK |[Gen.Settings | [7] Use 45

[Load Sellings”Save Setlings” Path HEN V” Support l

Write E2P Mobile Info Unlock Reset MMI Restart Cnt.0
Results / Events Feduced Log

- _0OX
About
Mlog

List of devices attached 88fé66daf device
S/N : R21DA91D6HM

R_SW: G3815XXUBMKS

ANDR: 4.2.2

ANDR: JDQ39.G3815XXUBMKS

Superuser Permissions Granted

Clear NUM Done

Wait, Restarting

ADB Reboot Done

o
o

UFST, Sin: 12658242 Cnt: 17

Done, Time: 00:22




6. When Phone Booted Up and USB Ports Enumerated, just Press [Gen.Settings] Button

On Qualcomm Platform SoC’s always must be ticked [Use RJ45] Option !
On Some new phones (SM-G530, SM-G800, SM-G850, SM-G901F, SM-N910) to have working
UART (RJ45) Communications need Isolate Battery BSI pin

So will see PopUp like this

MSL Rebuild (%]

Enter MSL Address, Same as S/N on Label
[11 chars]

1921 DAS1DEHM|

[ 0K ][ Cancel ]

Enter Here a Real Serial Number from Label, or enter any Valid Rxxxxxxxxxx if not have label

= SAMSUNG TOOLS (HWK) v 2.3.0.5 by SarasSoft Build 55 [Tornado Turbo]

Disconnect Read Flash Write Flash Read E2P Write E2P Mobile Info
OneC | Trident| ma6/Sp | Swit | Skynf| @c/Be || and Fesults / Events

Model
[5M-G3815 || R45 Universal Micro USB v |[ Dptions
AP: MSMB3304B Download: Yol-, Home and Power ProdCode: NG

On
CP: MSMB9304B Diags: *#0808# DM+MODEM+ADB, *#3090% Sel(1] | IMEIz -—-

Unlock Reset MMI

COM314: SAMSUNG Mobile USB Modem #84
COM313: SAMSUNG Hobile USB Serial Port

Settings IMEI: Certificate Corrupted

| COM314: SAMSUNG Mobile USB Modem #84 v | MSLA: 0000000000

5 : B = | |BTID: 34AASB-68A11A
‘CDM313A SAMSUNG Mobile USB Serial Port (COM313) v |wiFi- 34AA8B-68A11B

[ FL&SH Mode | ADB Reboot |[Nomal | [ 4T Teminal | |SWUE: G3815XXUBHKS
7 s ; UNID: CO89808F66DAF9B
: bl CALD: NG
Special HWUE =
BT Ad JiFi M2 Prod.Code | |SERN: R21DA91DGHH
- PREC: UOD [Uodafone]
t [Boot Rp.SD || Rd EFS | Wi EFS |[Clear NvM | |PROU: NONE

Flash Files & Options
&5 MSLA: R21DA91D6H
[]Re-Partition []FPGM []Sel-Flash []nRST AR D SRR

Pit | [.]  [2ddFie](Cearlit] Nek : < CRYPTED >

CF-AuE-Hool-wilcoxlle-wilcoxllexx-smg381Sr.rt’ar:ﬁ% NSCK: < CRYPTED >
SPCK: < CRYPTED >

CPCK: < CRYPTED >
SIM : 860000860

Tools
[ Check Root ” Install APK ”Gen.Selling:] Use RJ45

[Load Seltings] [Save Settings][ Path ] 1 EN ¥ 1[ Suppmt]

- _0OXx
Restart Cnt.0 About
[AReducedlog  [leg

(COM313)

S/N Rebuid Done, Reboot Device to See Changes

o
o

UFST, Sfn: 12658242 Cnt: 17

Done, Time: 00:48

After will Pop-Up [General Settings] Form
Which allows to Read/Write all Editable Values from/to Phone.




= General Settings Editor - _[OX
Nr Item Status Read Values New Values |
AL Product Code haled NG i
2 IMEI 1 e o

3 INEI 2 e s

4 IMEI 3 e N

5 Label Serial Nr R21DAS1DEHM RZ1DAS1DEHM

3 MSL Address RZ1DASIDEH RZ1DASIDEH

7 MSL Code MSL Auth Ok

8 BT Id 34AASB-68ALl1A 34AASB-68AL1A

9 WiFi Id 34AABB-68A11B 34AAEBB-68A11E

10 Calibration Date NG NG

11 HW Version

1z Locks

13 Pre-Configuration VoD VoD

14 Certification 1 0266, 0000, NG NONE, 1

15 Certification 2

16 Certification 3

(

Read ] [ Write ]

[

Init Locks ] [ Write Cert ]

[ Save Values ][ Load Values ]

R145 {523k Micro USB Cable)

G381SXXUBMKS

GEM: 1

Use [Load Values] if have saved before.

At first We need to write IMEI and Certification.

Use [Write Cert] Button, it will ask about a Certification File

= General Settings Editor - _[OXx
Nr Iten Status Read Values New Values |
) Product Code $M-G3815ZBANEE SM-G3815ZBANEE H
2 IMEI 1 Update: Ok 359436-05-021762-2 359436-05-021762-2

3 IMEI 2 ——- T

4 IMEI 3 — ==

s Label Serial Nr R21DAI1DEHM R21DAS1DEHM

3 MSL Address RZ1DASIDEH RZ1DASIDEH

7 MSL Code HMSL Auth Ok EDACAS2AALEACAOF44FE43DBEEE61065

8 BT Id 34AABB-68A114 34AASB-68A11A

] WiFi Id 34AASB-68A11B 34AASB-68A11B

10 Calibration Date 2013-10-27 2013-10-27

11 HW Version MP 0.100 MP 0.100

12 Locks

13 Pre-Configuration oD oD

14 Certification 1 Update: Ok 0266, 0000, OK

15 Certification 2

16 Certification 3

(

Read | [ wiite |

—

Init Locks | [ white Cent |

[ Save Values J[ Load Values J

R145 {523k Micro USE Cable)

G381SXXUBMKS

Modified: 2 Item(s), Restart Product !

GEM: 1

Now can Edit Other Fields in [New Values] Column and [Write] them

Also Here can use [Save Values] and [Load values] it will Save/Load Product Code WiFi address BT

Address and other Model Specific values.

Here is also [Init Locks] button.

Note

As IMEI is Signed cannot Change IMEI value, can be only defined by the .CERT file

If see: “Failed: WRITE SIGN Fail” error in [Status] Column, must Restart Phone, because Modem is
Stopped by Diags.




And Finally We can test, what we have done

By pressing [Gen.Settings] Button again

= - SAMSUNG TOOLS (HWK) v 2.3.0.5 by SarasSoft Build 55 [Tornado Turbo] - _[OXx
Disconnect Read Flash Write Flash Read E2P  'Wiite E2P Mobile Info Unlock Reset MMI Restart Cnt.0 About
OneC| Tident| md6/Sp| Switt | Skynf| QcsBe|fangr | Fesults/Events Reduced Log [“Log
Model COM314: SAMSUNG Mobile USB Modem #84
Qe COM313: SAMSUNG Mobile USB Serial Port (COM313)

| SM-G3815 +|RJ45 Universal Micro USB. v | Dptions |

AP: MSMB3304B Download: Vol-, Home and PowerOn
CP: MSMB3304B Diags: “#00808#4 DM+MODEM+ADE, *#3090# Sel: [1]

Settings
‘ COM314: SAMSUNG Mobile USB Modem #84 v ‘ [ Refresh ]

| COM313: SAMSUNG Mobile LISB Serial Port (COM313) ~|
[ FLASH Mode [ ADB Reboot ]\Noxma| | (AT Teminal ]

Use ADE for Unlack

Special

Rebuild IMEI | BT Address WiFi MAI Prod.Code

Repair Net [Boot Rp.SD[ Rd EFS [ Wi EFS || Clear NvM |

Flash Files & Options
[ Re-Partition []FPGM [] SelFlash []nRST

Pit | |[.] [(ddFie](ClearList]

CF-Auto-Root-wilcoxlte-wilcoxltexx-smg3815.tar. mdS

Tools
[ Check Root || Install APK |[Gen.Settings | [7] Use RJ45

[Load Settings] [Save Setlings] Path ‘EN v‘[ Suppoll]

ProdCode: SH-G3815Z2BAVDD
IMEI: 359436-05-021762-2
IMEI: Certificate OK
MSLA: R21DA91D6H
BTID: 34AA8B-68A11A
WiFi: 34AA8B-68A11B
SWUE: G3815XXUBHMKS
UNID: CO890808F66DAF90
CALD: 2013-18-27
HWUE: MP ©.188
SERN: R21DA91D6HM
UoD [Vodafone]
NONE
12345678
60060000
00000000
60000600
: 00000066
00000600

o
o

UFST, Sfn: 12658242 Cnt: 17

Done, Time: 00:08




7. Now Let’s Write Back the Radio Settings

Press [Write E2P] Button
and select SM-G3815_SM-G3815ZBANEE_352309061266846_07.envm file

When asked about Edit IMEI Number during write, Press [Cancel]

= SAMSUNG TOOLS (HWK) v 2.3.0.5 by SarasSoft Build 55 [Tornado Turbo] a _[OX
Disconnect Read Flash Write Flash Read E2P Write E2P Mobile Info Unlock Reset MMI Restart Cnt.0 About
OneC | Tident| md6/Sp| Switt | Skysinf | GesBe [ andr Results / Events [] Reduced Log [ViLog
Model COM314: SAMSUNG Mobile USB Modem #84
- COM313: SAMSUNG Mobile USB Serial Port (COM313)
5M-G3815 v || R4S Universal Micro USB v
AP: MSMB83304B Download: Val-, Home and PowerOn ENUM Image: SH-G3815_SH-G3815ZBANEE_352309861266846_67 .enun
CP: MSMB3304B Diags: *#0808# DM+MODEM+ADB, *#30904 Sel[1] Image Uersion: 168
Settings PING: OK, COM313 - QCDI

COM314: SAMSUNG Mobile USB Modem #84 v Image DEVICE_INFO: SH-G3815ZBANEE_3523089861266846
—— | Image MDM_UERSION: M8938B-AAAATAZN-3.2.27052

COM313: SAMSUNG Mobile USE Serial Port (COM313) ¥| 'sPc: 0880008, DK
[ FLASH Mode |[ ADB Reboot | [Nomal v Directory Created: /mmgsdi/eons/rplmn_info.txt
' - Directory Created: /nu/reg_files/modem/1lte/rrc/csp/acq_db
NUM SIM_1 IMEI: 352309-086-126684-6
Special Write of IMEI Item Skipped
NUM SIM_1 Write Done: 1 Item(s), Time: 00:03.328
Cannot Write NUM Item: 0x00801, Write Protected

’Bﬂol RD-SD"Hd EFS]{W: EFS][Cleal NVM] Cannot Write NUM Item: 0x0002, Write Protected

NUM IMEI: 352309-06-126684-6

Flash Files & Options 3 2
s y Write of IMEI Item Skipped

ClRepaon FIFRGH [1safen CInAST __ Cannot Write NUM Item: 8x8797, Write Protected

Fit E] AddFile || ClearList| | cannot Write NUM Item: 8x15DD, Write Protected

Cannot Write NUM Item: B8x15DE, Write Protected
NUM Write Done: 1253 Item(s), Time: 00:18.631
ENUM Write Done: 518 File(s), Time: 00:29.258

[ CF-Au!o-F!o0l-wilcoxitewilcoxllexx-sm9381 5.tar.md5

Tools
[ Check Root |[ Install APK || Gen.Settings | [7] Use RJ45

[Lnad Setllngs”Save Saltings“ Path ]EN Vv [ Support ]

[=1
o

UFST, Sin: 12658242 Cnt: 17 Done, Time: 00:59

Do not worry about none written protected Items, it will not cause any Issues.

Restart Phone after write done, otherwise will not have Network because Modem is in

“Radio Off” mode set by Diags.
To Restart Phone can use [Restart] Button.

As Once [Clear NVM] is Done and MSL is Rebuilt, MSL Values are Stored in Local Database.

So now can do all MSL Secured functions without [Clear NVM] or Root again:
Write other Certificate, Init Locks, Unlock...

Only Do not Forget Restart Phone after Used Diags Functions ([Read E2P], [Write E2P], [Mobile Info])
before use of [Gen.Settings]

All these Instructions are applicable for many similar phones:
GT-i9300i, GT-i9301i, GT-S7275, SM-G7102, SM-G7105, SM-G800H, SM-G900F, SM-N9005...

Only must have Certification file.

Our Certification files have SKID number at the end of Name, if this Number is match with phone
number, can write certificate from other phone. SKID You will see when Doing [Gen.Settings] in
[Certification] Row, [Read Values] Column. In Our Example SKID is 0266.

SKID Number’s is also listed in Samsung_Android_Info.xps file.



